
     

 

 
 

 

             

                      

              

                

                 

              

 

 

       
 

      

 

        

 

     

 

               

         

 

     

 
                    

 

 

      

 

                    

                    

                  

                 

                  

        

 

                     

                  

                     

     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Implementing PGP with Windows 2009 

With the recent increase in sensitive information being compromised worldwide, Murray State University 

is taking the initiative to help you secure your data. One way to do this via email is through the use of 

PGP (Pretty Good Privacy). PGP is a computer program that provides cryptographic privacy and 

authentication. It is used for signing, encrypting, and decrypting emails to increase the security of the 

email communication. For our particular setup, we are going to use a program called Gpg4win which is 

a windows installation package to support PGP to create and maintain the public/private keys. 

Installing and Creating Public/Private Keys with Gpg4win 

Step 1 – Downloading the Gpg4win 

Download the latest version of Gpg4win from http://www.gpg4win.org/download.html. 

Step 2 – Installing Gpg4win 

Double click on the gpg4win-x.x.x.exe file and then follow the instructions provided by the program. 

Please accept all of the default values when installing. 

Step 3 – Starting Gpg4win 

Once the installation is complete you can click on Start • All Programs • Gpg4win • GPA to open up 

the program. 

Step 4 – Generating a key 

This will open the GNU Privacy Assistance - Keyring Editor. As soon as you open it, the program will ask 

you if you want to "Generate a key now”. Go ahead and click on that button and then follow the 

directions to create your public/private keys. When you get to the screen to generate a passphrase, it is 

recommended that you use a complex passphrase that is 12 characters or more. Gpg4win will warn you 

if your password is less than 12 characters, however you can still accept a weaker passphrase but for 

the most security, you need a complex/long passphrase. 

After creating the key, you will also be asked if you would like to back up the key now. It is 

recommended that you do this; however you need to store this backup in a secure place such as 

putting the backup on a CD and placing it in a safe or using a program such as TrueCrypt and putting 

the backup in another encrypted file. 

1 
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.. "' GNU Privacy Assistant - Keyring Editor l!ltil£1 
Eile l;.dit b;eys §erver ~indows tielp 

~ 
Edit 

~ 
Delete 

~ 
Sign 

ifi 
Import 

<ii 
Export II ~ e I ~~ 

Brief Detailed Refresh 

I Keyring Editor 

• I Key ID • I User Name 

l!WlJiiQ-lifiiMll1Hii@::MiifiM¥.I 

Details j Signatures I 
The key has both a private and a public part 

The key can be used for certification, signing and encryption 
User Name: Test User <test.user@murraystate.edu> 

Key ID: 77BAD8F4 
Fingerprint: 9809 4ECD 3853 599E 4106 20FB 1681 383E 77BA D8F4 
Expires at· never expires 

Owner Trust Ultimate 
Key Validity Fully Valid 

Key Type DSA 1024 bits 
Created at 1114/2009 

Selected Default Key· Test User <test.user@murraystate.edu> 

l':l 
Files 

77BADBF4 

Implementing PGP with Windows 2009 

Step 5 – Verifying your key 

Once your keys have been created it takes you back to the main page of the program. You will now see 

your key in the Keyring Editor. 
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.. ' GNU Privacy Assistant Keyring Editor llila 
Eile Edit ~eys ~erver ~indows tlelp 

~ bfi ta Ii 
Edit Delete Sign Import 

Keyring Editor 

User Name 

Details I Signatures I 

c;i 
Export 

[I ~ ~ r ~~ 
Brief Detailed Refresh 

~ £aste Ctrl+V 

6j Qelete Keys 

S.ign Keys ... 

Set Qwner Trust 

Edit Private Key .. 

EKport Keys 

Send Keys to Server. .. 

!l.ackup. 

The key has both a private and a public part 
The key can be used for certification, signing and encryption. 

User Name: Test User <test.user@murraystate.edu> 
Key ID: 77BADBF4 

Fingerprint: 9809 4ECD 3853 599E 4106 20FB 16B1 383E 77BA D8F4 
Expires at: never expires 

Owner Trust: Ultimate 
Key Validity: Fully Valid 

Key Type DSA 1024 bits 
Created at: 1/14/2009 

Selected Default Key Test User <test.user@murraystate.edu> 

~ 
Files 

77BADBF4 

I' Untitled - Notepad Iii £1 
Eile ~dit Fg_rmat ~iew t!elp 

-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG vl.4. 7 (MingW32) 

mQGiBEluGB0RBADHRSOZDEFWb21GaK3cxccl3ZsMhQocVEAaKwnks+hsv5shteOR 
VKHercxkgv9+v9GlgfaGt8mHHLelshObOwm6xJZgkOo4xD66SQYYL1MfbdPt1LeA 
Nai/t5jwUQMUVUnADVNtzObMR4aHeozqfF3qkTZAMH9v6DRKpmFOw1AtDWCgyJkm 
6kGixR49qv+lEoBlVYSVHXcD/2ik8dpXU2Q51b98MAiEk+XQkxczrzcsI08pmKwS 
wkljw4DARcniOo+gFo+h7wxl4nZFXLWB9bLvNqJtoPyNHbG7UMZ+Bjx3kLCF/gqg 
u+yHWWq9R40SDOSQJ7Rg0qscp8vA+bvPeeiexelw6brPbuxwIOhV+EtGRy05bFpn 
eJm5A/9XKPRiNvBrxD25mkvnADLn0iPJgmxn+NXJtXjdK50MWRflMdwwrp+9n+ua 
F5jRK0tPj8c3dOYBjlFTcu2pLLZt4kxxcFdhkE5Fs7fKXxfI2EvBi+w9JDdlHVF2 
HiXQRvkLxN73hoa68FSgZKX4sI/OmqLhTOVZ+2yPCIKbcves+7QlVGVzdCBVc2vy 
IDx0ZXNOLnVzZXJAbxvycmF5c3RhdGUUZWR1PohgBBMRAgAgBQJJbhgdAhsjBgsJ 
CACDAgQVAggDBBYCAWECHgECF4AACgkQFrE4Pne62PSwkwcfWJEql8Jhi4Tz5+31 
GLiCzY7wLXMAniF4+CWMW6USy3ZXJlhzQqAOOGaluQENBEluGB0QBACPa5Y21DMC 
qcejtIOkFjS09tUDECPZDeqPLSVpHi7vo6qGmb4z+wkJmxDKolmCZVXYFTsczlsv 
hHirptLEOLnRLOZZI8bJN8HwbrIPalguPocOaicqq7D9GUuAlsYSWq803yMbuoz 
5GG/6okBOEU5RUp/IhTe8y96u5TGolP85wADBWP7BQlbv7iElweia56i01LiFjIG 
6mZS2YnLSISbrlYZQUyYULU9aVPANtAw3diofdvAZBVVbDzpGAhnzzvnbDdmWWE4 

'WJ5CM5cAbZrBHlIUeGOCEMbE15z+4PuifYYEMr3jtRyULieU3YJZLxnxuTOZXGLJ 
vdz8kA9UqZhMsbtyJ+qISQQYEQIACQUCSW4YHQibDAAKCRAWsTg+d7rY9ItLAKDD 
j45k5uIJtnidFcgI8TSnAPUtDACfuksiZ40aieshPusTOPfS3WWCLqE= 
=K+So 
-----END PGP PUBLIC KEY BLOCK-----
1 

Implementing PGP with Windows 2009 

Step 6 – Sharing your public key 

To be able to use PGP, you will need to share your public key with others. To do this you simply right 

click on your key and click Copy. 

You then need to paste this into an email or document that you will give to others that want to encrypt 

email to you. In the screen shot below I have showed you an example of what the key will look like. 

*Note, It is very important that the key is in exactly the format below, or it will not work. 
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.. ,,,,. GNU Privacy Assistant - Keyring Editor l!IEJ £1 
Eile ~dit teys Seiver yY'.indows .tfelp 

~ 
Edit 

~ 
Delete 

~ 
Sign 

~ 
Import 

oi 
Export I] ~ e I CF4J 

Brief Detailed Refresh 

Keyring Editor 

.., I Key ID .., ] User Name 

~ 77BADBF4 Test User <test.user@murraystate.edu> 

~ EB542802 Import Test <import test@murraystale edu> 

Details [ Signatures I 
The key has only a public part 
The key can be used for certification, signing and encryption. 

User Name: Import Test <import.test@murraystate.edu> 
Key ID EB5428D2 

Fingerprint A113 8D20 2144 9BOC D1E5 EB5D E103 E50E EB54 28D2 
Expires at never expires 

Owner Trust Unknown 
Key Validity Unknown 

Key Type DSA 1024 bits 
Created at 1/1412009 

Selected Default Key Test User <test.user@murraystate.edu> 

~ 
Files 

77BAD8F4 

Implementing PGP with Windows 2009 

Step 7 – Importing keys from other people 

Once someone has shared a public key with you, you need to highlight the entire key (make sure you 

start highlighting with the line that says BEGIN PGP and go all the way to the line with END PGP) and 

copy it. Then open the GNU Privacy Assistant - Keyring Editor and click on Edit and Paste. You will then 

see a new key pop up in your Keyring Editor like shown below. 
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;; Untitled - Memge (HTML) 

Message [nsert Options Format Text 

Calibri(Bo• 11 • IK A·JJ::: • !=•1[~] 
-'tzl 

Paste 
L Book Names 

., r_e I u 1ra&,?~ ,a ·lf= l = =Iii~ ~~1 I Address Checlc 

Clipboard f"i Basic Text r;, Names 

~ 
I Cc. .. l 
~ 
Subject 

ij ~ 
Attach Attach 

File 1tem 

.---
,Q ;; Untitled - Message (HTML) 

.:i 
.:a l Message Insert Optiom Format Text Add-Ins 

~i~ 
~;,: 
[fITT 

loolbar Commands 

rl Encrypt message with GnuPG I 
g 

~I Send 

- ~I 
Subject: I 

I 

= @I 

- .a: [2r 
Business Calendar Signature. Spelnng 
Card• 

Include 0 tions r;, Proofing 

1£'ol@l~l 
l@ 

I 
I 
I 
I 

n 

Implementing PGP with Windows 2009 

Implementing PGP with Microsoft Outlook 

To be able to send PGP encrypted emails through outlook is very easy. All of the software is already 

installed when Gpg4win was installed. All you have to do now is open up Outlook like normal, and click 

on “New” to create a new email. Once you do this a new window will open up that looks like the 

following screenshot. 

As you can tell, I have highlighted the “Add-Ins” section above. This is the section you will need to click 

on to access Gpg4win. Once you click on that, the following screen will appear. 

From here, you need to click on the red document on the left hand side of the screen. If you hover over 

it with your mouse, it will say “Encrypt message with GnuPG”. Once you click on this icon, all you have 

left to do is type the message and press send. 
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~ Encrypt Mail Message ['r/1~1 

Recipients 

Sender IThe SANS Institute <sans@sans_org> (A1694E46) TIO 

abuse@murraystate_edu [The SANS Institute <sans@sans_org> (A1694E46) TIO 

I ~dd RecipienL j j Remove Selected I 
~ QpenPGP 0 ~MIME 

Warning: None of the selected certificates seems to be your own certificate_ You will not be able to 
decrypt the encrypted data again_ 

I _ftack I I Next 11 ~ancel I 

~ Encrypt Mail Message l Tl l....a../ 

Results 

All operations completed_ 

100% 

Enaypllon •icceeded. 

j I 

111 Keep open after operation completed 

I ];lack 11 ~Q_K 11 ~ancel I 

Implementing PGP with Windows 2009 

After you press send, the following screen will appear asking you who the “Sender” and “recipients” are. 

For “Sender” you need to select yourself, and then click on “Add Recipient…” at the bottom and choose 

whoever you are going to send the email to. For this example I am using the same key on both the 

sender and receiver, this will only be the case if you are sending yourself an encrypted email. 

Once you have selected all the parties involved, click the “Next” button and then the following screen 

will pop up saying that your email has been successfully encrypted. 
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FireGPG Assistant - GnuPG £1 
GnuPG 

FireGPG uses GnuPG to handle any pgp operation, This means GnuPG must be installed for FireGPG to work, 

GnuPG doesn't work, there is a problem. Please fl>< this and dick on ne><t. 

Did you install GnuPG? 

You can download GnuPG here: (But any GnuPG will work) 

Windows users: Click here to download gpg4win 

Linux users: Please use the package shipped with your distribution, or click here for sources, 

MacOs users: I don't know how, but there is a way, Google is your friend, I 

Is you GnuPG installed in an uncommon location? 

Please set the path to GnuPG here: 

I (:\Program Files\GNU\G1 ~Ii =····=s=;~=-~=-~~=-··=····~1 

Is FireFTP installed? 

FireGPG and FireFTP conflict due to the old !PC library of FireFTP, 

If FireGPG's fix doesn't work, you have to uninstall one of them to get the other working, 

Are you using a strange platform? 

FireGPG works only on Windows, Macos and Linux x86 and x86_64 plateforms. 

You need to recompile the !PC library if that's the case. 

Stop 

<2 

Next 

Implementing PGP with Windows 2009 

Implementing PGP with Firefox 

Step 1 – Downloading FireGPG 

Download the FireGPG add-on which can be found at http://getfiregpg.org/install.html. This page also 

has very good instructions over a lot of the functionality of FireGPG. 

Step 2 – Configuring FireGPG 

Once this gets done installing, you will need to restart Firefox. Once Firefox has restarted, a box will 

probably pop up asking you to help configure GPG. 

If the box does not come up then everything installed correctly. If the box does come up, then you will 

probably need to tell Firefox the location of your GPG program. To do this, click on the “Browse” button 

and go to “C:\Program Files\GNU\GnuPG\gpg2.exe” if you are using a 32 bit operating system or 

“C:\Program Files (x86)\GNU\GnuPG\gpg2.exe” if you are using a 64 bit operating system. A 

screenshot of this can be found below. 

During the FireGPG Assistant program, it may also ask you other questions about what options you 

would like set. Unless you are familiar with these options and would like to change them for personal 

reasons, accept all of the default values. 

7 
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My Folders 

(;;:::,nfoe 
L. .. f.J Drafts 

·•©outbox 

··l:)Sent Items 

Done 

Ctrl+J 

Ctrl+Shift+J 

Clear e,rivate Data Ctrl+Shift+Del 

Cc: 

Bee: 

Subject.:: 

Attachments: 

J Normal priority ...:J Switch to Rich Text 

This 1s an encryption test. 
==9--:--------F====================' 

• Webmail - Mozilla ... 

Implementing PGP with Windows 2009 

Step 3 – Encrypting email using FireGPG 

To encrypt an email using the FireGPG add-on, you simply open your Webmail program. In the example 

below we are using Murray State University Webmail. Once you compose your email, you highlight the 

text that needs to be encrypted, and then click on Tools • FireGPG • Encrypt. 
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FireGPG - Public key £1 
Select the public keys : 

Name Id Created Ex ires 
Test User <test.user@murrayst.. 16B1383E77BAD8F4 2009-01-14 
Import Test <1mport.test@murr E103E50EEB5428D2 2009-01-14 

Filter 

OK Cancel 

Implementing PGP with Windows 2009 

Once you hit encrypt, it will then bring up a FireGPG – Public Key box, like shown below. You then 

select the public key of the person you want to send the email to. In our example, we are sending an 

email to import.test@murraystate.edu. If you wanted to send this message to multiple recipients, you 

can hold “Ctrl” on your keyboard and select as many names as you need to. This will allow the message 

to be encrypted to multiple recipients at the same time. You may also want to select your own key on 

each message you send as well so you are always able to unencrypt the message and read it. 

After you select the public key, and click ok, you will then see your original message has become 

encrypted and is now ready to be sent. 
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Eile g_dit ~_iew Hiitory ~ookmarks Iools tlelp 

My Folders 

i--··'@iinbox 

]·····\i\Quarantine 

• ···i) Drafts 

.. ~Outbox 

··{:] Sent Items 

Done 

I [J I https:/lwebmail.murraystate.edu/Inbox.aspx 

Attachments: 

J Normal priority 3 Switch to Rich Text SpellCheckJ English 

-----BEGIN PGP MESSAGE----

Version: ~-n~PG vl.4:. 7 (Mingf.J32) 
Comment: http://getfii:egpg.org 

.:l 

hQEOAyvpmlKfgLvXEAQAhB 6x7005 ID 1JdJPvOJUL593 uZ i 7tB/bOX1Xi TBqFOSoE 

P ZSa28wKZNr i I 6/ Hb iOBOYw6a8TfCf fqs ZqQs zvn8RidypUdMuJnXbQ/ LR/ j OuU 

3 CK3 Oc?+s HY 61 RreOHlhQdxOnkSCJKdv 1 73 J dkBQx UQ+J7Rnkk/ _xN/ OEGF t Y SvUE 
Al !Ef8gAOVOfFUqney5Uic IJOF 6RE IXzfy6UdHi IqYawBop 1 +r9 jbKr 1XR505fe8 

6hTql Id55 t tMhNj EyNSLn4 qC/ dKUnca TYIJNHMxwK72 D7PU6 Zmeo hlL / lOmwMkzARM 

cGAp lsAPtOMdD wLCMTmf 2 0 OnLgS3 uf IqAQPL 4 6r 9 j e 6MO lQBEOKbE9c Ih4CtxaGu 

85bMMEnj i9pYt Zn+/ BVdi YjSteMj PmBP zLRDJEGQmI3V5 i U9K5gLe 12 Ye7msEVi Z 
HJnOcOPuk40LlEtFs3LUOl TLohadh90= 
=6kxq 

-----END PGP MESSAGE-----

Webmail - Mozilla ... 

'CJ • i[;]·IGoogle 

-@murraystate.edu 

Implementing PGP with Windows 2009 
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Send_, Save Now [ Discard 

To: 

Add Cc I Add Bee 

fillli1 I '- Encrypt I • In line J f" Attachments 

Attach a file ~ Add event invitation 

B I Y T· TT· 'lei ]I 0 ts© i= ::: ~ ~ " _ _ _ le • Plain Text 

i/ Encrypt a file and attach With a signature 

Check Spelling T 
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Some email systems such as Gmail has built in support for FireGPG. The screenshot below shows an 

example of how this will look. To encrypt email using these shortcut keys, all you have to do is type the 

message, click encrypt, then press send. Once Gmail starts to send the email, it will bring up a box 

asking which key you want to encrypt the message with. Once you choose the key, the message will be 

encrypted and sent. 
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