Implementing PGP with Windows | 2009

With the recent increase in sensitive information being compromised worldwide, Murray State University
is taking the initiative to help you secure your data. One way to do this via email is through the use of
PGP (Pretty Good Privacy). PGP is a computer program that provides cryptographic privacy and
authentication. It is used for signing, encrypting, and decrypting emails to increase the security of the
email communication. For our particular setup, we are going to use a program called Gpg4win which is
a windows installation package to support PGP to create and maintain the public/private keys.

Installing and Creating Public/Private Keys with Gpg4win

Step 1 - Downloading the Gpg4win

Download the latest version of Gpg4win from http://www.gpg4win.org/download.html.

Step 2 — Installing Gpg4win

Double click on the gpg4win-x.x.x.exe file and then follow the instructions provided by the program.
Please accept all of the default values when installing.

Step 3 - Starting Gpg4win

Once the installation is complete you can click on Start > All Programs - Gpg4win - GPA to open up
the program.

Step 4 - Generating a key

This will open the GNU Privacy Assistance - Keyring Editor. As soon as you open it, the program will ask
you if you want to "Generate a key now”. Go ahead and click on that button and then follow the
directions to create your public/private keys. When you get to the screen to generate a passphrase, it is
recommended that you use a complex passphrase that is 12 characters or more. Gpg4win will warn you
if your password is less than 12 characters, however you can still accept a weaker passphrase but for
the most security, you need a complex/long passphrase.

After creating the key, you will also be asked if you would like to back up the key now. It is
recommended that you do this; however you need to store this backup in a secure place such as
putting the backup on a CD and placing it in a safe or using a program such as TrueCrypt and putting
the backup in another encrypted file.



http://www.gpg4win.org/download.html
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Step 5 - Verifying your key

Once your keys have been created it takes you back to the main page of the program. You will now see
your key in the Keyring Editor.

+" GNU Privacy Assistant - Keyring Editor HE x|
File Edit Keys Serer Windows Help I
> W &

Edit Delete Sign lmport Expaort [

@ Keyring Editor
¥ | Key ID = | User Marng >
=% TTBADBFA Test

Details | Signatures

The key has both & private and & public part
The key can be used for certification, sighing and encryption
User Marme: Test User <test usen@murtaystate edu>
Key ID: 77BADGF4
Fingerprint: 9809 4ECD 3853 599E 4106 20FEB 16B1 383E 77BA DF4
Expires at: never expirss
Orwimer Trust: Ultinate
Key “alidity: Fully “alid
Key Type: DSA 1024 bits
Created at: 1/14/2009

Selected Default Key Test User <test.user@murraystate. edu= ??BADBFdE
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Step 6 - Sharing your public key

To be able to use PGP, you will need to share your public key with others. To do this you simply right
click on your key and click Copy.

+" GNU Privacy Assistant - Keyring Editor

File Edit Keys Serer Windows Help

o W & & & |@ 6 @

Edit Delete Sigh Import Export Brief  Detailed | Refresh | Files

fm Keyring Editor

¥ [KeyID = | Llser Name

LDBF4: Test User <test.use—= = =
Cirl+C

[T Paste Cirl+y
Delete Keys
@ y

Sigr Keys
Set Owner Trust. .
Edit Private Key

Export Keys...
Send Keys to Server
Backup...

Details ] Signatures

The key has both & private and a public part
The key can be used for certification, signing and encryption.
User Mame: Test User <test user@rmurraystate. edus
l<ey ID: 77 BADBF4
Fingerprint: 9303 4ECD 3853 509E 4106 20FB 16B1 383E 77BA DBF4
Expires at: never expires
Owner Trust: Ultimate
Key Yalidity: Fully “alid
key Type: DSA 1024 bits
Created at: 1/14/2009

Selected Default Key: Test User <test.usen@murraystate.edu> 77BADEF4

You then need to paste this into an email or document that you will give to others that want to encrypt
email to you. In the screen shot below I have showed you an example of what the key will look like.

*Note, It is very important that the key is in exactly the format below, or it will not work.

[® Untitled - Notepad !Em

File Edit Format Wew Help

————— BEGIM PGP PUBLIC KEY BLOCK-—-——- ;J
version: GnuPG vl1.4.7 (Mingw32)

MG BE TUGEORBADHRSOZDEFWhZ21GaK3 cxco 1 3ZsMhocvELAakKwhk s+hsvasht eoRr
WiHer Cxk gy 94w 351 gf aGt SmHHL el Shob OwmEx IZgk 0od xDEE S0y LIMFhdPt 1L es
Nai/tSijQMUVUnADVNtzObMR4aHequfFBqkTZAMHQVGDRKEmFowlAtchgyjkm
Gk xRA Do+ TEOB WY swHX D 2 Tk BdpxU2 051 h98MAT Ek+xk xc2rZ cSTOBpMKWS
whkljwdDarRcni 0o+gFo+h7wx 14 nZF-LWESbLvNg It oPyNHLGTUMZ+B] x3kLCF /ggg
U4y HwwiBR4 050050 I7RQOgSCpEv A+ Peel exelwahr PhuxwI OhV+ETGRy DS BF pR
2IM5A/BxKPR T NVEr xD2 SmkvnaDLNC T PIgmxr+hx It x] di SomwR £ TMdwwr p+9n+Ua
FSjRKOTP]BC3dOYE]LFToUZpLLzt4k xxCFdhkESFs FTKxFIZEVE1+wa1Dd T HVF2
HixoRvELxN7 3hoa68Fsgz ke s T /omgLhTova+2yPCIkbhoves+ 7o I vievzdCBv e vy
IDxUZXMOL Y ZZx Ay cmF SC3RhdGUUZwWR1PO gBBMRAgA%BQJthgdAhsjBgsJ
CACDAQVAYYDEEYCAWECHGECFAMC gk oFrE4Pred2 PawkwCFwlEqLEIh14T=5+31
GLICZY Pwladand FA+Cwtwa U Sy 3Zx 11 hz200a00Ga1 UGENEE TUGEOQBACF A S Y 21 DMC
gCejtIokFis09tUDECPZDeqPLs VpHT Pvoagembd z+wk ImxDro TmCZvxyFTsCz 1 5v
hHirptLEOLNRLOZZIBKINBHwhrIPalguFocoal cgg?DeGUual sy SvivgBosymbuoz
5GE,/B0kBOEUSRUR  ThTe8y 06U TEolP 8 SwaADBwP 7B T bw7iELweIa S8 T0LLiF]IG
Bmzs2ynLsIshr 1v2auyyulUSavPant Aw3dIofdvazBvvbDzpGahnzz2vnbhdmwwEd
WJ5CM5CAb2rBH1IUEGOCEMbE152+4PquYYEMr3gtRyULIEUBYJZLXnXuTOZXGLJ
wdzBkATUGZhMs by I+ qI SOy EQTACQUC SW YHOI hDAAKCRAWS Tg+d7ry SITLAKDD
J45k5uIItnidrcgIBTsnAPUtDACTUR SiZ40aTeshPUSTOPTS3WWC LGE=

=K+80
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Step 7 - Importing keys from other people

Once someone has shared a public key with you, you need to highlight the entire key (make sure you
start highlighting with the line that says BEGIN PGP and go all the way to the line with END PGP) and
copy it. Then open the GNU Privacy Assistant - Keyring Editor and click on Edit and Paste. You will then
see a new key pop up in your Keyring Editor like shown below.

+” GNU Privacy Assistant - Keyring Editor - (O x

Eile  Edit Keys Serer Windows Help

W & A &A@ O @

Edit Delete Sign Irnport  Export Brief  Detailed F’efresh| Files

wm Keyring Editor
i | Key D = I User Narme = !
3 77BADSF4 Test User <test.usen@murraystate.edu>

102 Import Test <impor.

Details | Signatures.

The key has only & public part
The key can be used for cedification, signing and encryption
User Mame: Import Test =import. test@murraystate. edu>
Key ID; EBS42802
Fingerprint: A113 8020 2144 8B0C D1ES EBSD E103 ES0E EBS4 2602
Expires at: never expires
Owner Trust: Unknown
Key Validity: Unknown
Key Type: DSA 1024 bits
Created at: 1/14/2009

Selectad Default Key: Test User <test.user@rurraystate. edus TrEADGR4
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Implementing PGP with Microsoft Outlook

To be able to send PGP encrypted emails through outlook is very easy. All of the software is already
installed when Gpg4win was installed. All you have to do now is open up Outlook like normal, and click

on "New” to create a new email. Once you do this a new window will open up that looks like the
following screenshot.

—_— %, - — . F= 1 -
CRCEEETRT _ Untitled - Message (HTML) E=RECEL X ]
(D) : ; : - ]
- -/} Message Insert Options Format Text Add-Ins (7]
B # |llcalibriBo ~ 111 - [AT A7||3= - 1= || ggﬂ @5’1 @ ] é.ﬁ.:'ij ;ﬁn [ a ? @ ' ?
Iz B : 2 | == | |-££ ]
Paste : 'B I U |iag? HEE === EH@E -§§| Address Check Attach Attach Business Calendar Signature | Follow Spelling
- 7 = — - Book Mames File  Ttem Card~ > Up~ -
Clipboard ™= Basic Text Is Mames Inciude . Options ™ | |-Proofing
i
.

As you can tell, I have highlighted the “"Add-Ins” section above. This is the section you will need to click
on to access Gpg4win. Once you click on that, the following screen will appear.

ICNEENT=S B | itied  Message (M == *
\ Message Insert Options Faormat Text Add-Ins '@-J
B
B «
|

Toalbar Commands|

Encrypt message with GnuPG |‘
TR— ]

= ;.I "
Send [:CC'” L
|

Subject:

7
From here, you need to click on the red document on the left hand side of the screen. If you hover over

it with your mouse, it will say “Encrypt message with GhnuPG”. Once you click on this icon, all you have
left to do is type the message and press send.

5
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After you press send, the following screen will appear asking you who the “Sender” and “recipients” are.
For "Sender” you need to select yourself, and then click on “"Add Recipient...” at the bottom and choose
whoever you are going to send the email to. For this example I am using the same key on both the
sender and receiver, this will only be the case if you are sending yourself an encrypted email.

I = B
) Encrypt Mail Message @Iﬁ
Recipients
Sender The SANS Institute <sans@sans.org> (A1634E46) -] [
abuse@murraystate edu The SANS Institute <sans@sans.org= (A1694E46) - B

Add Recipient... | | Eemove Selected;

@ OpenPGP & SIMIME

Warning: Mone of the selected certificates seems to be your own certificate. You will not be able to
decrypt the encrypted data again.

Back | I- Mext ” Cancel ‘

Once you have selected all the parties involved, click the "Next” button and then the following screen
will pop up saying that your email has been successfully encrypted.

r ™
™ Encrypt Mail Message @lﬁ

Results

All operations completed.

R 07

Keep open after operation completed

Back . W 0K _. Cancel .

% == -0 —
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Implementing PGP with Firefox

Step 1 - Downloading FireGPG

Download the FireGPG add-on which can be found at http://getfiregpg.org/install.html. This page also
has very good instructions over a lot of the functionality of FireGPG.

Step 2 - Configuring FireGPG

Once this gets done installing, you will need to restart Firefox. Once Firefox has restarted, a box will
probably pop up asking you to help configure GPG.

If the box does not come up then everything installed correctly. If the box does come up, then you will
probably need to tell Firefox the location of your GPG program. To do this, click on the “Browse” button
and go to “C:\Program Files\GNU\GnuPG\gpg2.exe” if you are using a 32 bit operating system or
“C:\Program Files (x86)\GNU\GnuPG\gpg2.exe” if you are using a 64 bit operating system. A
screenshot of this can be found below.

FireGPG Assistant - GauPG n

GnuPG {":

FireGPG uses GnuPi to handle any pgp operation. This means GnuPG musk be installed For FireGPG to work,

0 GnuPG doesn't work, there is a problem. Please fix this and click on next.

@ Did you install GnuPG?

Yau can download GnuPG here: (But any GRuPG will wark)

Windaows users: Click here bo download gpgdwin

Linux users; Please use the package shipped with vour distribution, or click here for sources,
Macos users: T don't know how, but there is a way. Google is your Friend. 1

Q Is you GnuPG installed in an uncommon location?

Please set the path to GnuPE here:

]C:'I,Program Files\GRILAGI Browse !

& IsFireFTP installed?

FireGPG and FireFTP conflick due to the old IPC library of FireFTP.
If FireiaPa's fix doesn't wark, wou have bo uninstall one of them to get the other working,

Q Are you using a strange platform?

FireGPG warks only on Windows, MacDs and Linus 86 and x86_64 plateforms,
ou need to recompile the IPC lbrary if that's the case,

Stop Mext

During the FireGPG Assistant program, it may also ask you other questions about what options you
would like set. Unless you are familiar with these options and would like to change them for personal
reasons, accept all of the default values.



http://getfiregpg.org/install.html.This
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Step 3 - Encrypting email using FireGPG

To encrypt an email using the FireGPG add-on, you simply open your Webmail program. In the example
below we are using Murray State University Webmail. Once you compose your email, you highlight the
text that needs to be encrypted, and then click on Tools - FireGPG > Encrypt.

£ Webmail - Mozilla Firefox

File Edit Yiew History Bookmarks BSEEES Help:
@ ) c ‘3\% & ,'E]‘ ‘Web Search Chrl+k 3 ii\f i I*: p— )_‘-
-—= Downloads Chrl+2
P4 55E Add-ons
b b crn el - I oy state ey
P Java Console G - - L LG SR
M Etror Console Chrl+shift+3 Settings Lo giﬂﬁ
Page Info
Used Space
T Compo! ey Private Data... Ctrl+Shift+0el

ta
i " e—— ‘5.!
- Bausrantine cel [ e

W verify

4 Drafts Bec —_—
L @ outhox : '

@ b This iz a Test = : ; =
H (L4 Symmetric encryption

Tfsent Iterns

Attachments; Bz
achment 24 ign and encrypt

Mormal priofity. ¥ | Switch to Rich Tasxt -spa‘f‘;Decrypt
i & = mpart

> Expatt

/ Text edior
E-ﬁ Key manager
%, Options

E'L:'p

start] BE @ | @ Webmail - Mozill .. @] |« 1460

Done
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Once you hit encrypt, it will then bring up a FireGPG - Public Key box, like shown below. You then
select the public key of the person you want to send the email to. In our example, we are sending an
email to import.test@murraystate.edu. If you wanted to send this message to multiple recipients, you
can hold “Ctrl” on your keyboard and select as many names as you need to. This will allow the message
to be encrypted to multiple recipients at the same time. You may also want to select your own key on
each message you send as well so you are always able to unencrypt the message and read it.

FireGPG - Public key x|

Seleck the public kevs

Marme | 1d | Created | Expires]
Test User <kest,user@murrayst... 16B1353E7764 009-01-14
Import Test- <impork. test@murr ... E103ES0EERS4 009-01-14

Filter

0K | Caniel |

After you select the public key, and click ok, you will then see your original message has become
encrypted and is now ready to be sent.
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File Edt iew History Bookmarks Tools  Help

6; Y e X LIJ’ ID ;https:,l’,iwei:ma\l.murraystate.eciu;‘lnbox.aspx T:f T |

Goagle F =

M ssE

Used Space

0% of 5 MB
My Folders

=---ﬁ8ent Items

_@murrayste.edu

Gt |

Version:
Comment :

v1.4.7 (MingW3z)
p://getfiregpg.ory

hQEOAywpmlEfgLvXEAQARBAx 7005 ID1JdIPvOJULES3uZi7eB/b0X1ZiTEgFOS0E
PIZa2BwKINrile/4+b10B0Yweas TICEfgsEqOsevnaRidypVdiudnzb g/ LES j0ul
3ICR30e7+sHU6 1RreOH1hQdxOnk3 CIKdv 173 JAkBOx UQ+I 7Rnklk/ xN/ OEGF LT SvUE
AITEfSgACVOLFToney3Tic IJOFGREIXzfy6UdHl IgilawbBopl+r9 jbKr LERSOSfed
6hTgl IAS3 Lt MhNIEyNSLndge/ dKneaTYWNHNxwK72D7PU6 Zmeo WL/ 10muikz ARN
CEAP1SAPLONADWLCHTF Z00nLy33uf IgAQPLA6r9 e 6 MO LOBEOELESe: ThaCtxatu
BEBMMEN]i9pYeZnt/ EVdiliSteMiPmaPzLRDIEGOMIIVS1U9K3gLle12 Ve TmsEViZ
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=6kxg

Done
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@ Webmail - Mozilla ...
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Some email systems such as Gmail has built in support for FireGPG. The screenshot below shows an
example of how this will look. To encrypt email using these shortcut keys, all you have to do is type the
message, click encrypt, then press send. Once Gmail starts to send the email, it will bring up a box
asking which key you want to encrypt the message with. Once you choose the key, the message will be
encrypted and sent.

Send Save Now Discard @

To:

Add Cc | Add Bee

Subject:
|FireGPG: " 'Sign | Encrypt] ¢ Inling | ¥ Aftachments
& Attach afile [ Add event invitation AP Encrypt a file and attach With a signature
B J U FmTTg T &= IS EEMEE E L «PlanTex Check Spelling v
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