
  

 

 
 

 

           

                 

              

              

       

 

                  

                 

                  

                 

                   

              

           

 

 

    

 
               

                 

                  

            

 

                     

                

              

 

 

Ilose 

Prep,are the document fo, dlstribution 

fro~rties 
View and edit document properties, such 
as Title, Author, and Keywords. 

jnspect Document 

Check the document for hidden meta data 
or personal information. 

fncrypt Document 
Increase the security of the documl'nt by 
adding encryption . 

.Restrict Permission 
Grant people access while restricting their 
ability to edit, copy, and print. 

Add a Digital ~gnature 
Ensure the integrity of the document by 
adding an invisible digital signature. 

Mark as _!:inal 

Let readers know the document is final and 
make it read-only. 

Run ~ompatibilTty Checker 
Check for features not supported by earlier 
versions of Word. 

[ :: Word Options ] [ X qit Word ] 

Encrypting Email Attachments 2010 

With the increase in sensitive information being compromised worldwide, Murray State University is 

taking the intuitive to help you secure your data. One way to do this via email is by encrypting 

attachments. While there are more technical solutions to encrypt the entire email message and/or 

attachments, just encrypting specific attachments is a very easy approach for users who only need to 

send sensitive data every now and then. 

For this method to be affective, the users must create a strong password for the file they are securing 

and be able to communicate the password to the recipient in another means other than email. This 

means that the user should encrypt the file(s) they want to send using one of the below described 

methods, create a password longer than 12 characters that they do not use for anything else, email the 

file to the recipient, and then call the recipient and tell them what the password is. While the encryption 

procedures discussed below are secure, they are still vulnerable to dictionary and brute force password 

attacks, so the file is only secure if the password is strong. 

ENCRYPTING EMAIL ATTACHMENTS WITH MICROSOFT OFFICE 

Encryption with Microsoft Office used to be fairly insecure due to Microsoft using a weaker algorithm, 

but with Office 2007 they have changed a few default settings to make it very secure. This is a very 

good thing for all users since Office is installed on most computers by default now a days and most 

sensitive data that needs to be encrypted is in .docx and .xlsx files. 

To encrypt a file using Microsoft Office, all you have to do is click on the top left icon • Prepare •

Encrypt Document. Once you click on Encrypt Document, it prompts you to enter a password. Once you 

have entered a password and saved the file, you now have a secure document. 
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Open 

Edit 

New 

Print 

Save As ... 

7-Zip 

Open with 

Share with 

TextPad 

Scan for threats. ... 

Restore previous versions 

Send to 

Cut 

Copy 

Create shortcut 

Delete 

Rename 

••··· -

Open archive 

Extract files ... 

Extract Here 

Extract to "Secret.doc\" 

Test archive 

Add to archive ... 

Compress and email .. 

Add to "Secret.doc.docx.7z" 

Compress to "Secret.doc.docx.7z" and email 

Add to "Secret.doc.docx.zip" 

Compress to "Secret doc.docx.z1p" and email 

Encrypting Email Attachments 2010 

ENCRYPTING EMAIL ATTACHMENTS WITH 7-ZIP 

Using 7-Zip for encryption is a very flexible solution since it can encrypt any type of file and also 

encrypt multiple files at once. All you have to do is download the free software and then specify a few 

options. The steps below will walk you through this process. 

Step 1 – Downloading 7zip 

Download the latest version of 7-Zip from http://www.7-zip.org/download.html. 

Step 2 – Installing 7-Zip 

Double click on the 7zxxx.exe file and then follow the instructions provided by the program. Please 

accept all of the default values when installing. 

Step 3 – Encrypting a File 

Select the file(s) you want to be encrypted and then right click on the file(s). Then select 7-Zip and Add 

to archive… 
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Add to Archive 

&-chive: 

Secret.doc.7z 

Archive fom,at: 11, 

Compression [evel: [ Nonna! 

Compression method: [LZMA 

Qictionary size: [16MB 

YJ!..ordsize: [32 

~olid Block size: [2GB 

)'!umber of CPU threads: 

Memory usage for Compressing· 

Memory usage for Decompressing: 

Split to y_olumes, bytes: 

.E_arameters: 

Open 

7-Zip 

.Share with 

TextPad 

Scan for threats ... 

Restore previous versions 

Send to 

Cut 

Copy 

Create shortcut 

Delete 

Rename 

·I 

·I 
·I 
·I 
·I 
·I 
·I 
/2 

192 MB 

18MB 

!,!pd ate mode: 

[ Add and replace files 

Options 

r:J Create S f,I archive 

[J Compress shared files 

Enc,yption 

Enter password: 

Reenter password: 

I I 

[J Show Password 

fnc,yption method: 

I 111 Enc,ypt file names I 

I 

[AES-256 

OK ~_Ca_n_c_el_~J JL __ He~lp_~ 

Open archive 

Extract files ... 

Extract Here 

Extract to "Secret.doc\" 

Test archive 

Add to archive ... 

Compress and email ... 

Add to ".Secret.doc.7z.7z" 

Compress to "Secret.doc.7z.7z" and email 

Add to "Secret.doc.7z.zip" 

Encrypting Email Attachments 2010 

Once you click on Add to archive…, 7-Zip will prompt you with a screen full of options. The main one we 

are worried about is the Encryption section. This is where you should enter a very strong password to 

secure the file(s). For additional security you should also select the Encrypt file names box. 

Once you have done that, there should be a new secure file. To open this file, right click on it and select 

7-Zip and Open archive. 
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0% Opening ... l=I IZ 

Bapsed time: Enter password ~ OB 
Remaining time: 

Files: Enter password: 08 
Compression ratio: 

['.] Show password 

n [ OK I I 
Cancel 

I ~ 
I ,. ., Cancel I 

IIDJ C:\Users\-\Desktop\Secret.doc.7z\ l=i@ll~I 

.Eile ]::dit ','iew F£vorites Iools !:ielp 

◊ 
I! 

•+ .. )( 
0 - V n 

Add E.xtract Test Copy Move Delete Info 

J I D C:\Users\ ...... Desktop\Secret.doc.7z\ T 

Name Size Packed Size Modified Attributes Encl)lpted Method Block Folders Files 

~-1■!!1 0 0 2010-04-1215:08 A 

1 object(s) selected 0 0 2010-04-1215:08 

Encrypting Email Attachments 2010 

7-Zip will then prompt you for the password. 

Once you have typed in the correct password, you will then have access to the file(s) within the 

archive. From here you can add, delete, or move files. 
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